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Abstract：Syslog records event messages from computer systems and network devices, and the
Cloud and Distributed Systems Laboratory (CDSL) collects approximately 3 to 5 million syslogs per
day. “ElastAlert” monitors these logs but uses static thresholds that cannot adapt to changing log
patterns. This study proposes a dynamic threshold method using the Exponential Moving Average
(EMA) to adjust alert sensitivity based on recent warning log counts. A program retrieves logs
from “Elasticsearch”, calculates EMA values, and updates the threshold automatically. The basic
experiment showed that n = 3 and k = 1.5 provided stable performance. The evaluation applied the
dynamic threshold to the CDSL system, and the alert accuracy for container logs was approximately
46.2%, 36.8%, and 66.7% for the alertmanager-error, prometheus-error, and prometheus-warning
rules. All hypervisor and hardware alerts were false, resulting in 0.0% accuracy for the rose-warning,
wifi-warning, and NAS-warning rules. The overall accuracy was approximately 24.9%. The results
show that the EMA-based threshold improved alert behavior for container logs but requires refine-
ment for syslog-level warnings and filtering accuracy.

1. Introduction

Background
Syslog is a standard protocol that records event no-

tification messages generated by computer systems and
network devices [1]. The Cloud and Distributed Sys-
tems laboratory (CDSL) is a research laboratory inside
Tokyo University of Technology. CDSL students use
VMware ESXi every day to conduct research and ex-
periments for thesis work. Servers and network devices
produce syslogs. CDSL collects around 3 to 5 million
syslogs per day. Some of the syslogs contain contents
that require alerting, as shown in Code 1. The warning
varies from hardware faults, internal failures and sys-
tem availability. The severity levels are also included
in syslogs and indicates whether the message contains
error logs or other important events.
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Code 1: Warning syslog example

1 <180>2025-09-24T01:32:04.578Z

mint.a910.tak-cslab.org vmkwarning:

cpu0:2097334)WARNING: HBX: 2723: Failed to

cleanup registration key on

volume643e513a-12218ac1-de51-1cfd08797254:

Failure

Code 1 shows a Warning syslog example. The
value inside angle brackets <180> is the PRI part,
which represents the priority of the message by com-
bining facility and severity values [2]. The times-
tamp “2025-09-24T01:32:04.578Z” indicates the exact
time the event occurred. The hostname “mint.a910.tak-
cslab.org” identifies the source device that generated the
log. The process name “vmkwarning” shows the com-
ponent that produced the message, and the text after
the colon describes the event details. The syslog mes-
sage provides key information for identifying the origin,
time, and severity of system events.

Figure 1 shows the Syslog monitoring flow. Logstash
collects the syslogs and sends the logs to Elastic-
search. Kibana connects to Elasticsearch and allows
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Figure 1: Syslog monitoring flow

CDSL members to monitor the syslogs on dashboards
[3, 4]. ElastAlert that is set up on a VM called
“c0a22173-elast” checks the syslogs stored in Elastic-
search. ElastAlert detects an anomaly and sends an
alert to Redmine. A system called "Ticket Notice" is
registered inside Redmine to automatically notify the
CDSL monitoring team if a new ticket is registered.
The CDSL monitoring team accesses Redmine to con-
firm the alerts without constant manual monitoring of
dashboards.

Main Issue
ElastAlert requires a fixed threshold inside the YAML

configuration file. ElastAlert cannot change the thresh-
old according to changes in the warning syslog count.

Code 2: YAML file metrics

1 type: frequency

2 num_events: 625

3 timeframe:

4 minutes: 60

5 filter:

6 - term:

7 log.syslog.severity.name.keyword: Warning

8 - term:

9 host.hostname.keyword: lily

Code 2 shows YAML file metrics for ElastAlert. Line
1 defines the rule type as frequency, and the frequency
type counts how many times a condition occurs within
a specific timeframe. Line 2 sets num events, and

num events controls how many warning logs must oc-
cur before ElastAlert sends an alert. Line 3 sets the
timeframe field, and the timeframe defines the period
used to evaluate the number of warning logs. Line 4
sets the unit of the timeframe, and the unit in this case
is minutes. Line 5 starts the filter section, and the fil-
ter applies conditions to narrow down the logs. Line 6
adds a filter condition for severity level equal to warn-
ing. Line 8 adds a filter condition for hostname equal
to lily, which is a VMware ESXi host. Lines 6 to 9 uses
an AND condition for the filters.
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Figure 2: Static thresholds lead to false/missed alerts

Figure 2 shows Static thresholds lead to false/missed
alerts. ElastAlert applies several static thresholds as
horizontal lines. Warning log counts cross the static
thresholds during normal usage and during error bursts.
ElastAlert sends alerts when warning log counts cross
the thresholds. Static thresholds cause false alerts dur-
ing benign spikes and cause missed alerts during ab-
normal activity below high thresholds. CDSL monitor-
ing team receives alerts from ElastAlert through Red-
mine. False alerts increase workload for CDSL mon-
itoring team and missed alerts delay response to real
problems [5]. Dynamic behavior of warning log counts
conflicts with static thresholds and reduces alert relia-
bility.

Overview of Each Section
Section 2 describes related studies. Section 3 de-

scribes the proposed method and use case scenario. Sec-
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tion 4 describes the implementation. Section 5 describes
the experimental environment, the proposed method,
and an evaluation of the experimental results. Section
6 provides a discussion. Section 7 is a summary of this
paper.

2. Related Studies

Previous work has explored dynamic threshold mech-
anisms in log acquisition systems. One study designed
a system that used an autoregressive model to ad-
just thresholds automatically based on log patterns [6].
The approach improved adaptability compared to static
thresholds and maintained reliable log collection perfor-
mance. This study relates to this research by also using
a dynamic threshold mechanism but applies the Expo-
nential Moving Average (EMA) method to adjust alert
thresholds for syslog monitoring instead of log acquisi-
tion.

Other research applied the Exponential Weighted
Moving Average (EWMA) technique together with a
predictive model to improve the accuracy of perfor-
mance metric analysis [7]. The method focused on en-
hancing trend sensitivity and reducing prediction errors
in time-series logs. This study uses the EMA concept in
a different way by calculating a dynamic threshold for
ElastAlert, allowing real-time adaptation to changes in
warning log counts inside Elasticsearch.

Another study has integrated the ELK Stack with ex-
ternal systems to detect cyber attacks and identify net-
work anomalies [8]. The combination of Elasticsearch,
Logstash, and Kibana was used to automate event de-
tection and analysis across large datasets. This study
applies a similar ELK Stack structure but focuses on de-
tecting performance bottlenecks and operational prob-
lems in VMware ESXi by integrating ElastAlert for au-
tomatic alerting in infrastructure monitoring.

3. Proposal

This paper proposes a method to decide a dynamic
threshold for ElastAlert [9]. The dynamic threshold is
set hourly by a program that collects syslogs from Elas-
ticsearch [10]. The hourly interval allows the thresh-
old to adapt to log pattern changes at a suitable and
stable rate. The program calculates the Exponential
Moving Average (EMA) of warning syslog counts and
applies calculations with different variables to generate
a threshold [11]. The variables can be altered to adjust
sensitivity. The dynamic threshold adapts to changes

in warning syslog counts inside the CDSL environment.

EMA Formula
Several components need to be considered when cal-

culating the dynamic threshold for ElastAlert. The fol-
lowing three equations explain the formulas used for the
calculation.

EMAt = α · xt + (1− α) · EMAt−1 (1)

Equation 1 calculates the Exponential Moving Aver-
age (EMA) [12]. xt is the current warning log count
at time t. EMAt−1 is the EMA value at the previous
time step. α is the smoothing factor that controls the
weight of the current log count, calculated in Equation
2. A larger α makes the EMA follow the latest log count
more closely, while a smaller α makes the EMA change
more slowly. The EMA smooths log fluctuations and
provides a stable base for the threshold calculation.

α =
2

n+ 1
(2)

Equation 2 calculates the smoothing factor α from
the smoothing period n. The variable n is a config-
urable value that controls how quickly the EMA reacts
to recent warning log changes. A smaller n produces a
larger α and the EMA adapts faster. A larger n pro-
duces a smaller α and the EMA adapts more slowly.
The value of n also defines how much past logs is used
in the σ calculation.

Threshold = EMAt + k · σ (3)

Equation 3 calculates the dynamic threshold. EMAt

is the current EMA value. σ is the standard devia-
tion of recent warning log counts, calculated from past
logs based on the n value. k is a configurable variable
that adjusts the strictness of the threshold. A larger k

produces a higher threshold and fewer alerts, while a
smaller k produces a lower threshold and more alerts.
The formula adapts the threshold to the recent pattern
of warning logs. The threshold follows log trends and
reduces false alerts in ElastAlert.

Use Case Scenario
Figure 3 shows the Use case scenario for dynamic

threshold monitoring in CDSL. Syslogs are collected
and visualized inside Kibana. CDSL monitoring team
members can manually monitor syslogs on the dash-
boards to check for abnormal log activity. ema.py calcu-
lates the Exponential Moving Average (EMA) and sets
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Figure 3: Use case scenario for dynamic threshold mon-
itoring in CDSL

a dynamic threshold. ElastAlert receives the updated
threshold from ema.py and applies the value to detect
abnormal log activity. ElastAlert automatically sends
alerts to the on-call monitor through Slack when warn-
ing syslog counts exceed the threshold. The process
reduces manual monitoring effort for CDSL monitoring
team members and improves the accuracy of alerting
inside the CDSL environment.

4. Implementation

The implementation section integrates Elasticsearch,
ElastAlert, and YAML rule files using one program
named ema.py. The program updates threshold
num events inside ElastAlert YAML rule file automat-
ically.

Table 1: Library configuration

Library Version

PyYAML 6.0.2

elasticsearch-py 8.18.1

Table 1 shows the Library configuration. The imple-
mentation code uses the Python language as the main
source code. The PyYAML library is included for en-
abling the processing of YAML configuration files inside
ElastAlert. The elasticsearch-py library is for enabling
the connection between elasticsearch to the source code
for querying of warning logs.

Figure 4 shows the Code flow of ema.py. Input stage
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Figure 4: Code flow of ema.py

contains Elasticsearch and an ElastAlert YAML file
with current num events. The program reads warning
log counts from Elasticsearch. The program also reads
previous EMA and calculation history from ema.txt and
log.txt. The arithmetic stage calculates EMA using
Equation 1, calculates smoothing factor using Equa-
tion 2 and the dynamic threshold using Equation 3.
A Kubernetes CronJob loop executes every hour and
repeats the calculations. Output stage writes updated
num events, into ElastAlert YAML file. Inside Figure
4, the num events metrics is updated from 625 to 718
based on the calculation of the EMA. Updated YAML
file enables ElastAlert to apply a dynamic threshold for
warning syslog counts inside CDSL environment.

Code 3 shows the Main function of ema.py. Line 1
defines the function named “main”. Line 2 prints a sta-
tus message to indicate the start of log fetching. Line
3 calls “fetch log counts” and assigns hourly warning
log counts to“counts”. Line 4 checks whether the num-
ber of elements in“counts” is smaller than n. Line 5
prints a message about insufficient logs for EMA cal-
culation. Line 6 stops execution to avoid invalid cal-
culations. Line 7 calls“load last ema” and loads the
previous EMA value from ema.txt. Line 8 calculates
a new EMA from“counts” using the previous EMA by
calling“calculate ema” based on Equation 1 and Equa-
tion 2. Line 9 computes the standard deviation of the
most recent n counts for volatility measurement. Line
10 calculates the dynamic threshold using Equation 3.
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Code 3: Main function of ema.py

1 def main():

2 print("Fetching logs from

Elasticsearch...")

3 counts = fetch_log_counts()

4 if len(counts) < N:

5 print("Not enough logs to calculate

EMA.")

6 return

7 prev_ema = load_last_ema()

8 ema = calculate_ema(counts,

previous_ema=prev_ema)

9 stddev = statistics.stdev(counts[-N:])

10 threshold = ema + K * stddev

11 save_ema(ema)

12 update_yaml(threshold)

13 log_update(ema, stddev, threshold)

14 print(f "Updated threshold:

{threshold:.2f}")

Line 11 saves the new EMA value into ema.txt with a
timestamp. Line 12 writes the updated threshold into
the ElastAlert YAML rule by setting num events. Line
13 appends a log entry into log.txt containing EMA,
standard deviation, and threshold for auditing. Line 14
prints the final threshold value as a confirmation mes-
sage.

5. Evaluation

Experiment Environment

Table 2: Software configuration

Component Version

Elasticsearch 8.13.4

ElastAlert2 2.11.1

Redmine 5.1.2

Table 2 shows the Software configuration. The ver-
sions of Elasticsearch, ElastAlert2, and Python are
specified, together with the required Python libraries
PyYAML and elasticsearch-py for YAML processing
and Elasticsearch connection shown in Table 1. Red-
mine version 5.1.2 is used as the ticket management
system to receive and manage alert notifications gener-
ated by ElastAlert.

Table 3 shows the Code files used in the experiment.
The table includes the ElastAlert rule file, the Python
script for EMA calculation, and log files that store the
threshold history and EMA values.

Table 3: Code files used in the experiment
File Description

warning.yaml ElastAlert rule with dynamic threshold

ema.py Python script to calculate and apply EMA

threshold

log.txt Historical logs of EMA, standard devia-

tion, and thresholds

ema.txt Historical EMA values for reference

Code 4: warning.yaml rule

1 name: High Warning syslog Rate

2 type: frequency

3 index: syslog-*

4 num_events: 322

5 timeframe:

6 hours: 1

Code 4 shows the “warning.yaml” rule. The rule de-
fines the alert name, type, target index, and the thresh-
old value under num events. The configuration allows
ElastAlert to detect when warning syslogs exceed the
defined log count within one hour.

Code 5: log.txt entry

1 [2025-10-23T00:00:06.935862+00:00] EMA:

624.96, StdDev: 68.51, Threshold: 727.72

Code 5 shows the log.txt entry. Each entry includes
the timestamp, calculated EMA, standard deviation,
and threshold value. The file provides a record of hourly
threshold calculations for reference and verification.

Code 6: ema.txt entry

1 [2025-10-28T04:00:02.055632+00:00] EMA:

261.48

Code 6 shows the ema.txt entry. The file stores the
timestamp and the most recent EMA value calculated
from the warning syslogs. The stored value is used as
input for the next EMA calculation to maintain conti-
nuity between executions.

Table 4 shows the Virtual Machine resource configu-
ration used to run the experiment. One virtual machine
was used with 4 vCPU cores, 8 GB of memory, and 40
GB of storage capacity.
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Table 4: Virtual Machine resource configuration

Resource Specification

vCPU 4 cores

Memory 8 GB

Storage 40 GB

Basic Experiment
The basic experiment focuses on finding the most

suitable variable values for the threshold calculation to
obtain the most optimal results with the least amount
of false and missed alerts. The variables are n and k val-
ues. The logs used in the experiment are the warning
logs collected from September 2025 15 00:00 to Septem-
ber 22 2025 00:00. The syslog source is the Mint ESXi,
one of the hypervisors inside the CDSL environment.

Figure 5: n value graph

Figure 5 shows the n value graph. The x-axis is the
n Values which are 1 to 5, the y-axis is the number of
Alerts. For the n value change, the k value is set to a
constant of 1.5. The n value is changed from 1, 2, 3,
4, and 5. For n value 1, the number of alerts sent is
58, true alerts are 24, false alerts are 34, and missed
alerts are 4. For n value 2, the number of alerts sent
is 27, true alerts are 24, false alerts are 3, and missed
alerts are 4. For n value 3, the number of alerts sent
is 24, true alerts are 24, false alerts are 0, and missed
alerts are 4. For n value 4, the number of alerts sent
is 23, true alerts are 23, false alerts are 0, and missed
alerts are 5. For n value 5, the number of alerts sent
is 23, true alerts are 23, false alerts are 0, and missed
alerts are 5. From the graph, the most optimal n value
is 3 because it has 0 false alerts and the least number

of missed alerts, 4, compared to n = 4 and 5 which has
5 missed alerts.

Figure 6: k value experiment

Figure 6 shows the k value experiment. For the k

value experiment, the n value is set to a constant of
3. The k value changes from 1.0, 1.1, 1.2, 1.3, 1.4, to
1.5. For k value 1.0, the number of alerts sent is 36,
true alerts are 24, false alerts are 12, and missed alerts
are 4. For k value 1.1, the number of alerts sent is 34,
true alerts are 24, false alerts are 10, and missed alerts
are 4. For k value 1.2, the number of alerts sent is 32,
true alerts are 24, false alerts are 8, and missed alerts
are 4. For k value 1.3, the number of alerts sent is 28,
true alerts are 24, false alerts are 4, and missed alerts
are 4. For k value 1.4, the number of alerts sent is 25,
true alerts are 24, false alerts are 1, and missed alerts
are 4. For k value 1.5, the number of alerts sent is 24,
true alerts are 24, false alerts are 0, and missed alerts
are 4. From the graph, the most optimal k value is 1.5
because the number of false alerts is 0, compared to the
smaller values which had false alerts.

Evaluation Experiment
The evaluation experiment integrates the current

ElastAlert system used in the CDSL with the dy-
namic threshold mechanism from ema.py. The exper-
iment applies the EMA-based calculation to the exist-
ing ElastAlert rule configuration. ElastAlert generates
alerts and sends them to the CDSL on-call monitor-
ing member for evaluation. The on-call monitor checks
the alerts through monitoring applications to verify
whether each alert represents an actual warning con-
dition or a false alert. The experiment is conducted for
120 hours from October 29 2025, 10:00 AM to Novem-
ber 3 2025, 10:00 AM for the container logs and 96
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hours from November 24 2025, 12:00 PM to November
27 2025, 12:00 PM for the hardware and hypervisor logs.
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Figure 7: Flow of the evaluation experiment

Figure 7 shows the Flow of the evaluation experiment.
The ELK Stack collects and visualizes syslogs through
Logstash, Elasticsearch, and Kibana. ElastAlert which
is set up in a VM called “c0a22173-elast” monitors
the stored logs and sends alerts to Redmine using an
API key for authentication. ElastAlert creates alert
tickets and automatically notifies the CDSL on-call
monitoring member. The on-call monitor receives the
alert and checks system status through NAS-based
monitoring applications, including Kibana, Grafana,
and Prometheus. The verification process determines
whether each alert is valid or false, providing informa-
tion for calculating alert accuracy.

Alert accuracy =
True Alerts
Total Alerts

(4)

Equation 4 shows the alert accuracy formula. The
alert accuracy is calculated by dividing the number of
true alerts by the total number of alerts sent during
the evaluation period. The formula measures how ac-
curately the EMA-based threshold detects real warning
conditions while reducing false alerts.

Average Alert Accuracy =
A1 +A2 + · · ·+Am

m
(5)

Equation 5 calculates the average alert accuracy
across all evaluated rules. Each Ai represents the alert

accuracy percentage of one rule, and m is the total num-
ber of rules included in the evaluation. The formula
provides a single overall accuracy value by averaging
the percentages.

The following ElastAlert rules are used with the
EMA-based dynamic threshold system for container
logs, focusing on the “beats-*” index:
• alertmanager-error rule: Detects error-level

logs generated by the Alertmanager component
when alert delivery fails or the alert pipeline ex-
periences internal errors.

• prometheus-error rule: Monitors error logs from
Prometheus when target scraping fails or metric in-
formation cannot be fetched correctly.

• prometheus-warning rule: Detects warning-
level logs from Prometheus related to temporary
connection issues or metric timeout events.

• dns rule: Monitors syslog entries from the DNS
server that indicate query resolution problems or
abnormal request patterns.

• dns-critical rule: Detects critical-level logs from
the DNS service, such as service crashes or complete
resolution failures.

• dhcp rule: Monitors DHCP server logs that show
IP allocation issues or lease conflicts in the network.

• thanos-sidecar-flatline rule: Detects inactivity
of Thanos Sidecar by monitoring the absence of ex-
pected“upload new block”messages within a spe-
cific timeframe.

The following ElastAlert rules are used with the
EMA-based dynamic threshold system for hardware
and hypervisor logs, focusing on the “syslog-*” index:
• rose-warning rule: Monitors warning-level logs

from the ESXi host named “rose,” which runs mul-
tiple virtual machines used by students for experi-
ments and research activities. The rule detects sys-
tem warnings related to hardware performance or
resource availability.

• wifi-warning rule: Monitors warning-level logs
from the CDSL Wi-Fi router that provides internal
and external network connectivity. The rule de-
tects network connection instability, hardware sig-
nal degradation, or temporary packet loss events.

• NAS-warning rule: Monitors warning-level logs
from the Network Attached Storage (NAS) used by
ESXi hypervisors. The rule detects warnings re-
lated to storage read or write delays, file system
issues, or temporary access failures.
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Analysis of Evaluation Experiment Results
After the experiment period of 120 hours from Octo-

ber 29 2025, 10:00 AM to November 3 2025, 10:00 AM
for the container logs and 96 hours from November 24
2025, 12:00 PM to November 27 2025, 12:00 PM for the
hardware and hypervisor logs, ElastAlert sent several
alerts for different rules. All alerts were registered to
Redmine as tickets. Some rules did not generate any
alerts during the experiment.

Figure 8: Container log alert count

Figure 8 shows the Container log alert count. The
alertmanager-error rule sent 31 alerts, the prometheus-
error rule sent 40 alerts, and the prometheus-warning
rule sent 10 alerts. The dns, dns-critical, dhcp, and
thanos-sidecar-flatline rules did not send any alerts.
The difference in alert counts reflects the operational
activity and log frequency of each monitored service.
For the evaluation of alerts sent, only a limited number
of alerts were reviewed by the CDSL monitoring team
due to variations in monitoring shift times, weekends,
and the total number of alerts generated.

Table 5 shows the Container log partial alert ac-
curacy. The table includes the warning log count
for each rule, which represents the number of warn-
ing severity logs observed during the evaluation pe-
riod. A higher warning log count indicates more fre-
quent warning events, which increases the chance of
generating alerts. A total of 41 alerts were evalu-
ated, 13 from the alertmanager-error rule, 19 from the
prometheus-error rule, 6 from the prometheus-warning
rule, and 3 from the thanos-sidecar-flatline rule. Based
on Equation 4, the alert accuracy values are 6/13
(46.2%) for the alertmanager-error rule, 7/19 (36.8%)

Table 5: Container log partial alert accuracy
Alert
Rule

alertmanager-
error

prometheus-
error

prometheus-
warning

Warning

Log

Count

1687 66 43

Alert

Count
31 40 10

Evaluated

Alerts
13 19 6

True

Alerts
6 7 4

False

Alerts
7 12 2

Alert

Accu-

racy

46.2% 36.8% 66.7%

for the prometheus-error rule, and 4/6 (66.7%) for
the prometheus-warning rule. The results show that
the prometheus-warning rule had the highest accuracy,
while the other rules showed moderate or low accuracy.

alertmanager-error rule

Code 7: alertmanager-error true alert log

1 ts=2025-11-26T07:20:41.904Z

caller=dispatch.go:353 level=error

component=dispatcher msg="Notify for alerts

failed" num_alerts=1

err="redmine/webhook[1]: notify retry

canceled due to unrecoverable error after 1

attempts: unexpected status code 404:

http://c0117304-test:5005/webhook:

{\"detail\":\"Not Found\"}"

Code 7 shows the alertmanager-error true alert log.
The log contains the message “Notify for alerts failed”
and reports a 404 error, which indicates that Alertman-
ager could not deliver the alert. The failure represents a
real notification problem in the alert pipeline. The alert
was double checked using Prometheus and Grafana to
confirm that the system experienced an actual delivery
failure.

Code 8 shows the alertmanager-error false alert log.
The message indicates that the notification was sent
successfully and mentions only a minor formatting is-
sue. The alert does not represent a failure in Alertman-
ager functionality.

c⃝ 2025 Cloud and Distributed Systems Laboratory 8
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Code 8: alertmanager-error false alert log

1 ts=2025-11-27T06:58:13.441Z

caller=notify.go:274 level=info

component=dispatcher msg="Notification sent"

alertname=InternalServiceDown

detail="Delivery completed with minor

formatting error: missing field

'service_group'."

prometheus-error rule

Code 9: prometheus-error true alert log

1 ts=2025-11-27T23:59:59.951Z

caller=scrape.go:1288 level=error

component="scrape manager"

scrape_pool=Internal-archive-node-exporter

target=http://192.168.100.31:9100/metrics

msg="Scrape commit failed" err="write to

WAL: log samples: write

/prometheus/wal/00001196: no space left on

device"

Code 9 shows the prometheus-error true alert log.
The log reports “Scrape commit failed” and indicates
that Prometheus could not write data because the de-
vice had no space left. The message reflects a real scrap-
ing failure that affects metric collection. The alert was
double checked using Prometheus and Grafana and was
verified as a valid system issue.

Code 10: prometheus-error false alert log

1 ts=2025-11-26T08:59:56.782Z

caller=group.go:518 level=warn

name="Internal Monitoring Cluster

PersistentVolumeFullSoon" index=11

component="rule manager"

file=/etc/prometheus/rules/monitoring-

cluster.yml

group=Internal-Monitoring-Cluster-Check

msg="Skipped rule evaluation due to

temporary metadata parsing issue"

Code 10 shows the prometheus-error false alert log.
The message reports a rule evaluation warning but
does not indicate a scraping failure or service prob-
lem. Prometheus continued operating normally, and
the warning was unrelated to system health.

Code 11: prometheus-warning true alert log

1 ts=2025-10-29T04:06:01.299Z

caller=group.go:492 level=warn

name="Internal Core Server Cluster Node CPU

Usage High 80" index=9 component="rule

manager"

file=/etc/prometheus/rules/core-server-

monitoring-rules.yml

group=Internal-Core-Server-Check

msg="Evaluating rule failed" rule="alert:

Internal Core Server Cluster Node CPU Usage

High 80\nexpr: avg without (cpu)

(rate(node_cpu_seconds_total{instance=~\

"192.168.100.35:9100|192.168.100.36:9100|

192.168.100.37:9100|192.168.100.38:9100\",

mode!=\"idle\"}[5m])) * 100 >= 80\nfor:

3m\nlabels:\n severity:

warning\nannotations:\n alert_title: 'Core

Server Cluster Node CPU usage > 80%: {{

$labels.instance }}'\n description: 'CPU

usage exceeds 80%: {{ $labels.instance }}'\n

runbook_url:

https://cdsl-tut.esa.io/posts/3219\n

summary: Node {{ $labels.instance }} CPU

usage is over 80%\n" err="vector cannot

contain metrics with the same labelset"

prometheus-warning rule
Code 11 shows the prometheus-warning true alert log.

The log reports “Evaluating rule failed” for a CPU usage
alert, which indicates that Prometheus could not pro-
cess the rule correctly. The failure affected the monitor-
ing of CPU usage across nodes. The alert was double
checked using Redmine to confirm that the system ex-
perienced an actual delivery failure.

Code 12: prometheus-warning false alert log

1 ts=2025-11-25T14:12:33.552Z

caller=manager.go:211 level=warn

component="rule manager" msg="Ignoring

malformed label" detail="invalid label

format: unexpected character '=' in label

name"

Code 12 shows the prometheus-warning false alert
log. The message indicates a warning caused by a mal-
formed label inside a rule file, which does not affect
metric scraping or system behavior. Prometheus con-
tinued to operate normally, and the warning was only
related to parsing an incorrect label format. The alert
was double checked using Prometheus and Grafana and
was confirmed to be unrelated to any real monitoring
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problem.

Figure 9: Hypervisor and hardware log alert count

Figure 9 shows the Hypervisor and hardware log alert
count. The rose-esxi-warning rule sent 22 alerts, the
router-warning rule sent 2 alerts, and the NAS-warning
rule sent 4 alerts. The counts reflect the operational
state of each hardware component during the monitored
period. For the evaluation of alerts sent, only a partial
number of alerts were reviewed by the CDSL monitor-
ing team due to variations in monitoring shift times,
weekends, and the total number of alerts generated.

Table 6: Hypervisor and hardware log partial alert ac-
curacy

Alert
Rule

rose-
warning

wifi-
warning

NAS-
warning

Warning

Log

Count

111 2 11

Alert

Count
22 2 4

Evaluated

Alerts
14 2 4

True

Alerts
0 0 0

False

Alerts
14 2 4

Alert

Accu-

racy

0.0% 0.0% 0.0%

Table 6 shows the Hypervisor and hardware log par-
tial alert accuracy. The table includes the warning log
count for each rule, which represents the number of
warning severity logs observed during the evaluation

period. A higher warning log count indicates more fre-
quent warning events, and a lower count reflects fewer
opportunities for alerts to be triggered. A total of 20
alerts were evaluated: 14 from the rose-warning rule, 2
from the wifi-warning rule, and 4 from the NAS-warning
rule. All evaluated alerts were classified as false, so
the alert accuracy for every hypervisor and hardware
rule is 0.0%. The results indicate that the EMA-based
threshold and filter conditions did not work effectively
for syslog-level warnings from these devices.

rose-warning rule

Code 13: rose-warning false alert log

1 <12>2025-11-01T06:13:38.334Z

rose.a910.tak-cslab.org

ConfigStore[2099016]: warn

[ConfigStore:a435b9a3c0] No tasks generated

for the desired configuration;

profile="HostConfigProfile",

version="7.0.3-20842708", module="hostd",

opID="995e7c9b", detail="requested state

identical to current state"

Program 13 shows the rose-warning false alert log.
The message is a configuration store warning that re-
ports that no tasks were generated because the re-
quested state was identical to the current state. The
log does not describe any hardware fault or performance
degradation on the ESXi host. The alert was checked
by accessing the “rose” ESXi hypervisor and by review-
ing related metrics and alerts on Prometheus, and no
abnormal CPU, memory, or storage behavior was ob-
served. The checks confirmed that this log represents a
harmless configuration message, so the alert was classi-
fied as false.

wifi-warning rule

Code 14: wifi-warning false alert log

1 <12>Nov 2 22:44:51 TUF-AX5400-DFD8-AAB1AD3-C

kernel: [wl0.1] sta_info.c:3214: MAC

00:0C:29:F3:16:7F not found in UDB, skipping

removal; reason=STA_ENTRY_MISSING, rssi=-57,

vap=wl0.1, ifname=br0

Program 14 shows the wifi-warning false alert log.
The kernel message reports that a specific MAC address
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is missing from the internal table and is skipped dur-
ing removal. The message describes an internal lookup
event and does not indicate packet loss, throughput
degradation, or client disconnection. The alert was
checked by confirming the Wi-Fi router status and by
reviewing network-related metrics and alerts on Kibana
and Prometheus. The checks showed that users did
not experience connectivity problems, so the alert was
judged to be a false warning.

NAS-warning rule

Code 15: NAS-warning false alert log

1 <14>1 2025-10-30T17:35:32+09:00 tapioca

System - - [synolog@6574 synotype="System"

luser="cdsl" event="System successfully

created

[k8s-csi-pvc-2e292144-a851-440f-98c9-

649444647088](Device Type is [BLUN]) on

[/volume1]."][meta sequenceId="7"] cdsl:

System successfully created

[k8s-csi-pvc-2e292144-a851-440f-98c9-

649444647088](Device Type is [BLUN]) on

[/volume1].

Program 15 shows the NAS-warning false alert log.
The message reports that a storage object for a Ku-
bernetes persistent volume was created successfully on
/volume1 and clearly states that the operation com-
pleted normally. The log does not contain any error
code or failure description. The alert was checked using
the NAS manager to confirm that the volume and LUN
status were normal and by reviewing storage-related
metrics and alerts on “Prometheus”. The checks showed
that the event represented a normal creation process, so
the alert was treated as a false warning.

Alert Accuracy
The alert accuracy for each rule is calculated us-

ing Equation 4. The alertmanager-error rule recorded
an accuracy of approximately 46.2% (6/13), the
prometheus-error rule recorded approximately 36.8%
(7/19), and the prometheus-warning rule recorded
approximately 66.7% (4/6). The rose-warning rule
recorded an accuracy of 0.0% (0/14), the wifi-warning
rule recorded 0.0% (0/2), and the NAS-warning rule
recorded 0.0% (0/4) because all evaluated alerts for
these rules were classified as false. The overall alert
accuracy is calculated using Equation 5. The average

alert accuracy is calculated as;

0.462 + 0.368 + 0.667 + 0.000 + 0.000 + 0.000

6
≈ 0.2495

The value indicates that the EMA-based threshold
achieved reasonable accuracy for container logs but did
not perform well for hypervisor and hardware logs.

The results occurred because the filters inside the
ElastAlert YAML files were not specific enough to
match the actual warning conditions shown in the log
examples. Several logs were labeled as false alerts
because the filters captured messages that contained
warning-level keywords but did not represent real sys-
tem problems. The false alert examples show that many
messages included harmless warnings, normal opera-
tional events, or minor formatting issues that should
have been excluded by the filter conditions. The results
indicate that the alert accuracy depends strongly on the
quality of the filtering rules. More precise filters can re-
duce the number of unrelated logs, prevent unnecessary
alerts, and improve the reliability of the EMA-based
threshold in the CDSL environment.

6. Discussion

The current ElastAlert configuration in the CDSL en-
vironment uses manually defined filters created by mon-
itoring members based on past alert logs. Manual fil-
ter definition limits adaptability and reduces alert accu-
racy because the selected filters sometimes mismatch. A
clustering-based method using K-Means and DBSCAN
should be used to solve this problem [13]. The method
groups logs automatically and finds unusual patterns
without manual setup. Using this method to set filters
automatically improves alert accuracy and reduce the
need for human-defined filters.

The current implementation of ElastAlert filters logs
directly from Elasticsearch without using a dedicated
database for log storage. This approach limits the abil-
ity to perform detailed analysis and makes it difficult
to apply advanced filtering based on historical data.
A database-based log filtering system should be used
to solve this problem [14]. The method stores warning
logs in a database, allowing the system to perform struc-
tured queries and analyze past patterns more efficiently.
A graph-based or collaborative filtering approach can
also be applied to the stored logs to support prediction
and classification during future filtering. Storing logs in
a database improves log management and makes future
filtering and analysis faster and more accurate.
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The current EMA-based threshold calculation de-
pends only on past log counts. When a similar anomaly
happens again, the EMA value does not compare new
anomalies with past log counts, and alert accuracy
decreases. A Bayesian threshold estimation method
should be used to solve this problem [15]. The method
updates the threshold using past logs and new obser-
vations, making the threshold follow changes in log
behavior more accurately. Using Bayesian analysis in
ElastAlert improves alert accuracy when the system
logs show repeating patterns.

7. Conclusion

This study proposes a method to determine a dy-
namic threshold for log monitoring using the Exponen-
tial Moving Average (EMA) to improve alert accuracy
in “ElastAlert”. The system collects warning syslogs
from “Elasticsearch” and calculates the EMA, the stan-
dard deviation, and a dynamic threshold that replaces
the fixed num events value inside the ElastAlert YAML
configuration file. The method adapts the threshold to
changes in syslog activity and reduces false alerts caused
by static thresholds. The basic experiment tested dif-
ferent values of n and k, and the results showed that
n = 3 and k = 1.5 provided the most stable performance
with the least number of false and missed alerts. The
evaluation experiment applied the dynamic threshold to
the current CDSL ElastAlert system for both container
logs and hypervisor or hardware logs. The alert accu-
racy for container logs was approximately 46.2% for the
alertmanager-error rule, approximately 36.8% for the
prometheus-error rule, and approximately 66.7% for the
prometheus-warning rule. The alert accuracy for hyper-
visor and hardware logs was 0.0% for the rose-warning
rule, 0.0% for the wifi-warning rule, and 0.0% for the
NAS-warning rule. The average alert accuracy across
all rules was approximately 24.9%. The results show
that the EMA-based threshold improved alert behavior
for container logs but did not perform well for hypervi-
sor or hardware logs. The failure occurred because the
filter conditions inside the ElastAlert YAML files did
not match the actual warning patterns in the syslogs.
The filters captured many unrelated messages, which in-
creased false alerts and reduced accuracy. The method
followed log trends correctly and adjusted threshold
sensitivity based on real-time activity, but precise fil-
tering was necessary to apply the threshold effectively.
Overall, the EMA-based dynamic threshold increased

adaptability and improved alert reliability compared to
static thresholds for container-based monitoring inside
the CDSL environment. Further refinement is required
for syslog-level warnings, especially for logs from ESXi
hosts, NAS devices, and Wi-Fi routers, where more ac-
curate filter definitions are needed to prevent false alerts
and capture meaningful warning conditions.
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