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Abstract：The syslog is used to convey event notification messages. The event notification messages

include warning-level logs which show when there is a system-related problem. Conventional alerting

systems like Elastalert rely on fixed thresholds. The fixed thresholds are vulnerable to sudden changes

in the log count. Factors such as VM usage, time of day, and hardware faults cause fluctuations in

log volume, making static thresholds prone to false or missed alerts. The on-call engineer monitors

Kibana to track system logs. This paper proposes a method for dynamically updating alert thresholds

for syslog’s warning-level logs using Exponential Moving Average (EMA). A script was developed in

Python to fetch warning-level log counts from Elasticsearch, compute the threshold hourly, and update

the Elastalert YAML rule file accordingly. The EMA-based method was compared with human-defined

fixed thresholds over a 72-hour period and showed improved adaptability with less alerts compared to

the fixed thresholds in the experiment. The live evaluation experiment was done from 12:00 PM, July

7, 2025 to 12:00 PM, July 9, 2025 (JST). The alert number was 11, of which 9 were true and 2 were

false, achieving approximately 81.8 % accuracy. The results demonstrate that the EMA-based method

reduces false alerts while maintaining high adaptability to the change in log counts, making it a reliable

alternative for real-time log monitoring.

1. Introduction

Background

The syslog is a record that contains information about

events, errors, or operations inside computer systems and

network devices [1]. Syslogs include data such as times-

tamps, log levels, messages, and the name of the process

that created the log. System administrators use logs to

check system status, investigate problems, and analyze

past activities [2].

Figure 1 shows the Syslog and ELK stack architec-

ture. The ELK Stack consists of Elasticsearch, Logstash,

and Kibana for log collection, storage, and visualiza-

tion. Logstash receives the syslogs from NAS, Machines

in VMware ESXi, and Wi-Fi Router and forwards the

logs to Elasticsearch. Elasticsearch stores and indexes the
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Figure 1: Syslog and ELK stack architecture

syslogs. Kibana connects to Elasticsearch and shows the

syslog contents on dashboards. The ELK stack structure

makes log monitoring easier and faster [3, 4].

Log monitoring allows the system operator to detect

problems early, before they lead to system failures or ser-

vice disruptions. The monitoring process also helps pre-

vent system failure and reduce system downtime. The

system operator takes quick action when the monitoring

dashboard shows warning signs or abnormal activity.

Figure 2 shows the monitoring process using Elastalert.
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Figure 2: Monitoring process using Elastalert

The monitor watches the monitoring graphs. When the

number of warning logs increases, Elastalert automatically

detects the change. Elastalert sends an alert to the mon-

itor. The alert system helps the on-call monitor respond

to problems quickly and reduces the chance of missing

events [5].

Main Issue

Figure 3: Static threshold leads to false and missed alerts.

Figure 3 shows the static threshold leads to false and

missed alerts. The number of warning logs stored in Elas-

ticsearch fluctuates based on different factors. The num-

ber changes depending on various factors such as VM us-

age load, time of day, network activity, hardware faults,

and system errors. These fluctuations create dynamic log

patterns that make it difficult to define a fixed threshold

for alerting.

Figure 4: Fluctuation of warning severity logs

Figure 4 shows the fluctuation of warning severity logs.

The y-axis is the warning severity log cunt, and the x-

axis shows the timestamp of the logs, recorded hourly.

Throughout the duration of 168 hours, from 12:00 AM,

8 June, 2025 to 12:00 AM, 15 June, 2025 (JST), the log

count has increased and decreased drastically numerous

times, seen in Figure 4. The Figure shows that depending

on various factors, a static threshold is prone to sending

false alerts.

Code 1: YAML File Metrics

1 type: frequency

2 num_events: 410

3 timeframe:

4 minutes: 60

Code 1 shows the YAML file metrics. This code is a part

of the Elastalert YAML configuration file. The required

rule configurations which are num events and timeframe

set the number of log counts (num events) in a certain

timeframe (timeframe) to send an alert. Because the

volume and pattern of logs change frequently, especially

across different times and devices, setting a static value

for these metrics becomes unreliable based on Figure 4.

A threshold that works well during normal hours is strict

during peak usage and lenient when something abnormal

actually occurs. The mismatch between static thresholds

and fluctuating log number causes two major problems:

• False Alerts: Non-critical or expected log spikes

exceed the threshold and trigger unnecessary alerts,

overwhelming the on-call monitor [6].

• Missed Alerts: When the log activity genuinely in-

dicates an anomaly, the static rule does not recognize
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it because the threshold is high or outdated, resulting

in no alert being sent [6].

The system’s current inability to adapt to real-time log

trends reduces the trustworthiness of the alerts and in-

creases the workload on the monitoring team. The issue

becomes more severe when dealing with logs from various

sources like VMware ESXi, NAS, and Wi-Fi routers, each

of which has unique patterns. The system needs to achieve

both sensitivity and accuracy in alerting. A threshold that

meets the two conditions should be determined.

Overview of Each Section

Section 2 describes related research. Section 3 describes

the proposed method and use case scenarios. Section 4

describes the implementation. Section 5 describes the ex-

perimental environment, the proposed method, and an

evaluation of the experimental results. Section 6 provides

a discussion. Section 7 is a summary of this paper.

2. Related Research

Previous work has explored alert systems in various do-

mains. One study proposed the use of email-based alerts

to detect errors in hospital logs [2]. While the approach

was effective for medical systems, it used basic rule types

and did not address complex or dynamic log environ-

ments. In contrast, this study targets infrastructure-level

monitoring using multiple Elastalert rule types and eval-

uates them based on the pattern of logs from sources such

as VMware ESXi, NAS, and Wi-Fi routers.

Other research has implemented the ELK Stack, Elas-

ticsearch, Logstash, and Kibana to support real-time log

data monitoring and visualization [3]. These systems help

users understand log patterns through dashboards. The

system lacks automation in alertingThis study extends the

log monitoring by integrating Elastalert to automate noti-

fications and reduce manual monitoring. This study also

focuses on a specific index, the syslog compared to using

the whole ELK stack [1].

Additional work has applied Exponential Moving Av-

erage (EMA) in the context of time-series data process-

ing, particularly for data cleaning and smoothing [7]. Al-

though the use of EMA in that study focused on improv-

ing prediction accuracy in power data, the concept of dy-

namic adjustment is shared. This study applies EMA to

real-time log monitoring by dynamically adjusting alert

thresholds in Elastalert, aiming to reduce false alerts and

improve anomaly detection accuracy.

3. Proposal

This study aims to make Elastalert dynamically change

its alert threshold according to changes in syslog counts.

CDSL members sees false alerts on the Slack channel

which is integrated with the Elastalert webhook. The false

alerts are caused by the log.syslog.severity.name : ”Warn-

ing” log count fluctuating based on various factors shown

in Figure 3. These false alerts confuse the on-call monitor

and reduce trust in the monitoring system [8].

3.1 Using EMA (Exponential Moving Average)

to Determine Rule Metrics

Exponential Moving Average (EMA) is a method that

calculates the average of values over time. EMA gives

more importance to the latest data and less to the older

data unlike a normal average [9]. The EMA helps the

system detect changes while still keeping track of past

patterns. EMA is used in this paper because it adapts to

the changes in log counts, unlike a fixed threshold.

Figure 5: Overview of the proposed method

Figure 5 shows the overview of the proposed method.

The system first reads the log data from Elasticsearch.

ema.py is the Python script. The Python script then

calculates the EMA value using past log counts per ev-

ery hour. The script updates the alert threshold value in

the YAML file after calculating the EMA. The updated

YAML file is passed to Elastalert, which uses the new
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threshold to decide when to send alerts [10].

The EMA formula makes the threshold change adap-

tively. When the log count goes up suddenly, the EMA

also goes up, making the threshold increase. When the

log count becomes low, the EMA slowly goes down, mak-

ing the threshold decrease. The method allows the alert

threshold to follow the real pattern of logs. The threshold

becomes dynamic instead of fixed. The threshold helps

avoid alerts when the log level is normal. Elastalert sends

an alert when an observed value exceeds the threshold.

The threshold improves the alerting accuracy and reduces

stress for the on-call monitor [7, 11].

3.1.1 EMA Formula

EMAt = α · xt + (1− α) · EMAt−1 (1)

• EMAt : The current EMA (Exponential Moving Av-

erage) value at time t.

• xt : The current log count value at time t.

• α : The smoothing factor that controls how much

weight is given to the most recent data.

• EMAt−1 : The previous EMA value from time t− 1.

Equation (1) shows the formula for calculating the Ex-

ponential Moving Average. Equation (1) uses the current

log count value xt and the previous EMA value EMAt−1

to calculate the new EMA value EMAt. The smoothing

factor α controls how much the new value depends on the

recent data. A larger α makes the EMA follow the latest

log count more closely, while a smaller α makes the EMA

respond more slowly [12,13].

α =
2

n+ 1
(2)

• n : The time smoothing period.

Equation (2) shows the formula for calculating the

smoothing factor α. Equation (2) for α adjusts how sen-

sitive the EMA is to recent data. A smaller value of n

produces a larger α, which makes the EMA follow recent

log changes more quickly. A larger value of n results in a

smaller α, which makes the EMA change more slowly [12].

Threshold = EMAt + k · σ (3)

• k : A constant value that adjusts the strictness of the

alert threshold.

• σ : The standard deviation of recent log values. The

number of log values used is determined by n.

Equation (3) shows the formula for calculating the dy-

namic alert threshold. Equation (3) adds a margin to the

EMA value by including k · σ. When the standard devi-

ation is large, the threshold becomes higher, making the

alert rule more tolerant. When the log values are stable,

the threshold stays close to the EMA. The EMA method

helps reduce false alerts and adapts the alert rule to the

actual pattern of the system [11].

3.1.2 k and n Values

Table 1 shows the Smoothing factors α for different n

values. When changing the value of n, the pattern of the

EMA formula also changes. The value of n controls the

time smoothing period. Log data with one hour intervals

are used to decide the n value. For example, when n = 3,

the EMA calculation uses the trend of the past 3 hours.

A smaller n results in a larger α, which makes the EMA

respond quickly to sudden changes. A larger n gives a

smaller α, which makes the EMA respond more slowly

and smooth out short spikes.

Table 1: Smoothing factors α for different n values

n (Smoothing Period) α (Smoothing Factor)

3 0.500

5 0.333

10 0.182

15 0.125

20 0.095

Figure 6 shows the n value graph. The log count is

taken from 12:00 AM, 8 June, 2025 to 12:00 AM 10 June

2025 (JST). The value of n affects how fast the EMA re-

sponds to changes in log counts. Each EMA line uses a

different n value, as listed in Table 2. The k value is set

at a constant of k = 1.5. When n is small, the EMA re-

acts quickly to a sudden spike in log counts. The values

make the threshold more responsive, and it also leads to

more frequent alerts. When n is large, the EMA changes

more slowly. The values make the threshold more stable

and reduce false alerts, and delay the detection of sudden

changes. Therefore, smaller n values are good for fast de-

tection, while larger n values are better for avoiding noise.

Table 2 shows the Number of alerts sent for each n

Value in one week, based on different values of n. As the

n value increases, the number of alerts sent decreases. A

higher n value results in a more responsive alert thresh-

old. A faster response causes more log counts to exceed

the threshold, so more alerts are triggered. A lower n

value is more sensitive and allows alerts to be sent more

easily.

Figure 7 shows the k value graph. The log count is taken

from 12:00 AM, 8 June, 2025 to 12:00 AM 10 June 2025
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Figure 6: N Value Graph

Table 2: Number of alerts sent for each n Value in one

week

N Value Alerts Sent

3 23

5 20

10 16

15 16

20 9

Figure 7: K Value Graph

(JST). The value of k affects the alert threshold based on

the same data range used for the n value. The n value is

set to a constant of 3. k is a constant value that controls

how high the threshold is above the EMA based on Equa-

tion (3). When k is small, the threshold is close to the

EMA and follows it closely. As k increases, the thresh-

old moves further away from the log count and becomes

harder to exceed.

Table 3 shows the number of alerts sent for each k value

for one week. As the k value increases, the number of

Table 3: Number of alerts sent for each k value for one

week

k Value Alerts Sent

1.0 40

1.1 38

1.2 36

1.3 30

1.4 27

1.5 25

alerts sent decreases. A higher k results in a higher alert

threshold. Less number of log counts exceed the thresh-

old, so less alerts are triggered with a higher threshold.

The value of k is set to 1.5 and n is set to 3 based on the

results of both n and k values.

Use Case Scenario

The CDSL (Cloud and Distributed Systems Labora-

tory) Monitoring Team checks the system logs to make

sure all devices are working correctly. The team uses tools

like NAS, Grafana, and Kibana. Elastalert is used to send

alerts automatically when an anomaly occurs to reduce

the work of watching dashboards all the time.

Figure 8: Use Case Scenario

Figure 8 shows the Use Case Scenario. The CDSL mon-

itoring team monitors system logs using several applica-

tions, such as NAS, Grafana, and Kibana. Kibana gets

its log data from Elasticsearch. Logstash receives data

from devices in the system and sends it to Elasticsearch.

Elastalert checks the data inside Elasticsearch. When
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Elastalert finds something abnormal, it sends an alert to

the on-call monitor. The process makes the monitoring

easier because the team does not need to keep watching

the dashboard all the time.

4. Implementation

Code Implementation

The Python file ema.py is used to fetch log data from

Elasticsearch, calculate the EMA, and set a dynamic

threshold for the num events value inside the Elastalert

YAML rule file. The code uses the Python packages

elasticsearch, yaml, datetime, and statistics.

Figure 9: Code Flow of ema.py

Figure 9 shows the code flow of ema.py. The script first

retrieves log data from Elasticsearch for a specific host-

name and severity level, then calculates the total number

of logs per hour for the past 7 days. The script computes

the EMA using the proposed formula and adds a margin

using the standard deviation and constant k to generate

a dynamic threshold. The threshold is inserted into the

YAML rule file under the num events key, as shown in

Code 1. The script also saves the EMA and threshold

history to ema.txt and log.txt. The time interval is 1

hour, with n = 3 as the smoothing period and k = 1.5 as

the sensitivity constant based on the data collected in the

proposal section.

Code 2: ema.txt and log.txt example

1 [2025-07-06T20:00:03.621150+00:00] EMA:

117.67 //ema.txt

2 [2025-07-06T20:00:03.625647+00:00] EMA:

117.67, StdDev: 171.24, Threshold: 340.29

//log.txt

Code 2 shows examples of log.txt and ema.txt. The

ema.txt file stores the most recent EMA value, which is

required to calculate the next EMA during the next exe-

cution. The EMA calculation process ensures continuity

in the moving average process. The log.txt file records

each threshold calculation, including the EMA, standard

deviation, and final threshold. The log.txt file is useful

for tracking threshold changes over time and for debug-

ging or later analysis.

Code 3: Function to calculate EMA

1 def calculate_ema(data, previous_ema=None,

alpha=None):

2 if not data:

3 return None

4 if alpha is None:

5 alpha = 2 / (N + 1)

6 ema_values = []

7 for i, x in enumerate(data):

8 if i == 0 and previous_ema is None:

9 ema = x

10 elif i == 0:

11 ema = alpha * x + (1 - alpha) *

previous_ema

12 else:

13 ema = alpha * x + (1 - alpha) *

ema_values[-1]

14 ema_values.append(ema)

15 return ema_values[-1] if ema_values else

None

The code in Code 3 defines the function to calculate

EMA. Line 1 specifies the function inputs, a list of log

counts, a previous EMA value, and a smoothing factor

α. Lines 2 to 5 check for empty data and assign α using

the formula 2 when not provided. Line 6 initializes a list

to store EMA values. The loop from lines 7 to 15 pro-

cesses each log count. The first log count initializes the

EMA. When a previous EMA value exists, the function

calculates a new EMA based on it. Subsequent EMA val-

ues are calculated using the most recent EMA in the list.

The function returns the latest EMA value. This function

updates the alert threshold based on recent log trends.

5. Evaluation

Experiment Environment

The experiment uses EMA to dynamically set alert

thresholds. When the warning log count stored in Elas-

ticsearch exceeds the threshold, Elastalert automatically

sends an alert to the CDSL monitoring team through the

Slack channel.
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• VM Nodes: 1 node (set on Mint ESXi)

• Elasticsearch: Version 8.13.4

• Elastalert2: Version 2.11.1

• Python: Version 3.12.3

• Kibana: Version 8.0.0

• Slack Webhook: Integrated with CDSL’s Slack

workspace

The system collects log data from devices and stores

them in Elasticsearch. Kibana visualizes the data for

manual monitoring. A Python script fetches warning log

counts from Elasticsearch every hour. The script calcu-

lates the EMA and determines the threshold using the

Equation (3). The value is then written into the Elastalert

YAML rule file. When the log count exceeds the updated

threshold, Elastalert sends an alert to the Slack channel.

Basic Experiment

The experiment compares the number of alerts sent by

Elastalert when the num events value is set manually by

members of the CDSL monitoring team. The team is

responsible for monitoring system logs based on a shift

schedule. Each member provides a num events value that

they believe is most suitable for detecting warning-level

logs. In addition, a separate YAML rule is used, where

the threshold was set dynamically using EMA as proposed

in this paper. All YAML files is executed at the same time.

The test is run for 72 hours, from 00:00 AM, July 1, 2025,

to 00:00 AM, July 4, 2025 (JST).

Figure 10: CDSL Members’ Basic Experiment Graph

Figure 10 is the CDSL Members’ Basic Experiment

Graph. The graph shows the comparison between the

warning log count and the thresholds set by each CDSL

monitoring team member, as well as the dynamic thresh-

old set by EMA. The x-axis shows the timestamp which is

recorded hourly, and the y-axis shows the log count. The

dark blue line shows the actual warning logs. The orange

line shows the EMA threshold, which changes depend-

ing on the log activity. The other three horizontal lines

show the Okada threshold, Satou threshold and Tsukimori

threshold. These values do not change, even when the

warning log count changes. The static threshold makes it

less adaptive to fluctuations in the log data.

Table 4: CDSL Members’ Basic Experiment Table

Name Threshold Alerts Sent

24h 48h 72h

Tsukimori 640 0 0 0

Satou 500 4 14 29

Okada 400 12 23 40

EMA Dynamic 3 8 11

Table 4 shows the CDSL Members’ Basic Experiment

Table. The number of alerts sent by Elastalert for each

threshold during the 72-hour experiment, visualised in

Figure 10. Tsukimori set the highest threshold of 640,

which resulted in 0 alerts throughout the test. Satou

threshold of 500 resulted in 4 alerts in the first 24 hours, 14

alerts by 48 hours, and 29 alerts by the end of 72 hours.

Okada threshold of 400 caused 12 alerts in the first 24

hours, 23 alerts by 48 hours, and 40 alerts by the end of

72 hours. These thresholds are constant, so they do not

change even when the number of warning logs changes,

making the threshold vulnerable to log spikes or drops.

The EMA-based threshold sent only 3 alerts in 24 hours,

8 alerts in 48 hours, and 11 alerts by the end of 72 hours.

Even though the threshold changed over time, the num-

ber of alerts is the lowest. The table shows that the EMA

threshold reduces false alerts while still reacting to the log

data. It adapts to increases and decreases in log count,

making the alerting system more flexible and accurate.

The results proves that the EMA-based threshold is a

good choice for dynamic alert rule management.

Evaluation Experiment

The evaluation experiment tests whether the EMA-

based threshold setting improves alerting accuracy in a

real environment. The alerting accuracy is calculated by

dividing the number of true alerts by the total number

of alerts sent during the monitoring period. The same

is done for the missed accuracy, just the opposite. The

formula is shown in Equation (4) and Equation (5).
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Alerting Accuracy =
True Alerts

Total Alerts
(4)

Missed Accuracy =
False Alerts

Total Alerts
(5)

The value of n for the experiment is 3 and the

value of k is 1.5. The experiment is done with the

log.syslog.severity.name : ”Warning” and host.hostname

: lily logs. Lily is one of the EXSi servers set up in the

CDSL Laboratory. Below is the flow of the experimental

procedure.

( 1 ) The Elastalert program is deployed together with the

ema.py script.

( 2 ) The ema.py script calculates a dynamic threshold

based on recent log data retrieved from Elasticsearch.

( 3 ) The script updates the num events value in the

Elastalert YAML rule file every hour.

( 4 ) Elastalert uses the updated rule file to monitor logs

and is executed continuously in CDSL’s live monitor-

ing environment.

( 5 ) The experiment is conducted from 12:00 PM, July

7, 2025 to 12:00 PM, July 9, 2025 (JST), covering a

48-hour period.

( 6 ) During the experiment, the number of alerts sent by

Elastalert to CDSL’s Slack channel is recorded.

( 7 ) The system also stores threshold values and warning

log counts in log files for analysis.

( 8 ) A graph and a table are prepared to visualize the rela-

tionship between log activity and dynamic thresholds.

Figure 11: Evaluation Experiment Graph

The graph in Figure 11 shows the Evaluation Experi-

ment Graph taken from from 12:00 PM, July 7, 2025 to

12:00 PM, July 9, 2025 (JST). The x-axis shows the times-

tamp. The y-axis shows the log count. The blue line is

the log.syslog.severity.name : ”Warning” Log Count. The

orange line is the threshold set by EMA. The threshold is

calculated based on the EMA and changes over time de-

pending on the log activity. An alert is triggered whenever

the log count passes the threshold.

The log values that pass the threshold are manu-

ally investigated using Kibana. Each alert timestamp is

checked to confirm whether the alert corresponds to a real

anomaly. When the log message is unrelated to system is-

sues, the alert is counted as a false alert.

Code 4: SMART health warning

1 host.hostname:lily

log.syslog.severity.name:Warning

@timestamp:Jul 9, 2025 @ 11:52:48.324

event.original:<12>2025-07-09T02:52:48.324Z

lily smartd[2098743]: t10.NVMe_Samsung_SSD_

980_PRO_1TB_C0C6B811B8382500: REALLOCATED

SECTOR CT below threshold (0 < 90)

message:t10.NVMe_Samsung_SSD_

980_PRO_1TB_C0C6B811B8382500: REALLOCATED

SECTOR CT below threshold (0 < 90)

process.name:smartd summary:SMART health

warning: SSD may be degrading

• SMART health warning: SSD may be degrading

• NVMe I/O command failure: possible controller or

disk issue

• VMkernel HPP module: NVMe command failure,

device-level issue

• HPP throttle error: device returned error status (e.g.,

0x281)

Code 4 shows the SMART health warning, which is one

of the alerts that came out. The list shows all of the

alerts which are common storage-related alerts, mainly

involving NVMe SSDs. A SMART health warning sug-

gests potential SSD degradation, while unclassified warn-

ings require manual review. NVMe I/O and PSA com-

mand issues indicate controller or disk faults. VMkernel

HPP-related alerts, such as throttle or command failures,

point to lower-level device problems that impact system

performance. Out of 11 alerts, 9 of the alerts had the

above messages in the log data, which shows that it is a

real alert.

Table 5: Summary of Alerts During 48-hour Monitoring

Period

Alert Type Count Percentage

True Alert 9 81.8%

False Alert 2 18.2%
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Table 5 summarizes the alerts generated during the 48-

hour monitoring period. A total of 11 alerts were trig-

gered, of which 9 were true alerts, accounting for approx-

imately 81.8 %, and 2 were false alerts, accounting for

approximately 18.2 %. The results show that the pro-

posed method maintained a relatively low false alert rate,

with most alerts being valid and actionable.

Analysis of Evaluation Experiment Results

The evaluation experiment shows that the EMA-based

threshold detects warning log spikes while reducing the

number of false alerts. During the 48-hour monitoring

period, Elastalert sent a total of 11 alerts. Manual in-

vestigation using Kibana confirmed that 9 of these alerts

were related to real system events, and 2 were false alerts.

The threshold values changed automatically based on

the log activity. The threshold helped the alert system

adjust to normal fluctuations in the log count. The graph

shows that the EMA threshold followed the general trend

of the log count and increased slightly during log spikes.

The false alert rate was approximately 18.2%, calculated

by dividing 2 false alerts by the total of 11 alerts. The re-

sult indicates that most alerts were accurate. In contrast

to fixed thresholds, which are not dynamic, the dynamic

EMA method produced a better balance between alert

sensitivity and accuracy.

There were random spikes set automatically by the

threshold based on the pattern of the threshold in Figure

11. The random spikes are due to when there is a small

change in the value of warning log counts, the standard de-

viation value increases. The threshold is influenced by the

value of the standard deviation, multiplied by the value

of k which is 1.5, based on Equation (3). The change in

values has caused the spikes inside the threshold graph.

The experiment demonstrates that the EMA-based

method is effective for real-time alerting in live systems.

The EMA threshold responds to log patterns and reduces

unnecessary alerts. The low number of false alerts con-

firms that the method improves alert quality in practical

use.

6. Discussion

When the warning log count remains constant for a

long period of time, the standard deviation value becomes

lower than the usual value. The lower standard deviation

value reduces the value of the threshold in Equation (3).

When the threshold becomes lower than the usual thresh-

old, even a small increase in the log count exceeds the

threshold and trigger an alert. The change creates unnec-

essary alerts that do not reflect real system problems. An

algorithm to increase the threshold should be added to

detect when the EMA and log count remain constant for

a fixed period. When the static situation occurs, the al-

gorithm should increase the threshold by a fixed amount

to avoid false alerts caused by small changes in the log

count.

The current implementation uses fixed values for the

time interval, n, and k parameters. These values are

hard coded in the ema.py script and are constant dur-

ing runtime. When the pattern of the logs changes, the

hard coded values become unsuitable. The system does

not support automatic updates for these parameters. A

Markov Decision Process (MDP) should be used to solve

the problem. The MDP selects actions based on prede-

fined policies. Each policy matches a different log pattern.

The MDP chooses the best values for time interval, n, and

k depending on the current log pattern. The MDP im-

proves system flexibility and reduces the need for manual

tuning [14,15].

The syslog shows a clear daily pattern. The warning log

count increases at specific times of day. There is a pro-

gram made to shut down ESXi servers during midnight

to save power. CDSL members also have other sched-

uled programs running on their personal ESXi virtual ma-

chines. The log count increases when these programs are

active. A machine learning model such as Long Short-

Term Memory (LSTM) should be used to detect and learn

from these patterns. The LSTM model learns when the

log count normally increases and adjusts the threshold

accordingly. LSTM allows the system to increase or de-

crease the threshold automatically based on daily log ac-

tivity [16].

7. Conclusion

This study proposes a dynamic threshold method for

log monitoring using Exponential Moving Average (EMA)

to reduce false alerts in Elastalert and improve accuracy.

A Python script collects warning log data from Elastic-

search, calculates the EMA and standard deviation, and

updates the threshold in the Elastalert YAML rule file

every hour. The threshold is calculated using EMA, stan-

dard deviation, and a constant k. Various values of n

and k were tested, with n = 3 and k = 1.5 producing

the best results by reducing alerts while still responding

to real spikes in the proposal section. The basic experi-

ment compared fixed thresholds set by human members
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with the dynamic EMA threshold. The EMA method sent

11 alerts which is less than the number of alerts sent by

the fixed thresholds. and adapted better to log changes.

The number of alerts sent was 11, 9 of which were con-

firmed to be real, and 2 false in the evaluation experi-

ment. These results show that the EMA-based threshold

reduces false alerts while maintaining accuracy. EMA im-

proves Elastalert’s performance by adapting to real-time

log pattern and providing a more reliable alerting system

for syslog monitoring.
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